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1
Decision/action requested

This contribution proposes a solution to KI #3 (Authentication and Authorization between Application Server and MSGin5GServer)in TR 33.862
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Rationale

The Application Server is defined to support sending and receiving messages with MSGin5G service layer protocols and procedures [1]. 
The interactions related to enabling MSGin5G message exchange between an Application Server and a MSGin5G Server are supported by the MSGin5G-3 reference point. This reference point supports:

-
Access to MSGin5G Server and APIs to enable sending and receiving of MSGin5G messages; and

-
Adherence to CAPIF as specified in 3GPP TS 23.222
It’s proposed that the authentication between the MSGin5G Server and Application Server uses the authentication mechanism provided by the transport layer protection.

4
Detailed proposal

***
START OF  CHANGE
***

6.X
Solution #X: Authentication and Authorization between Application Server and MSGin5GServer

6.X.1
Solution overview

This solution addresses key issue#3 by using the authentication provided by transport layer protection. 

6.X.2
Solution details

MSGin5G-3 is between MSGin5G Server and Application Server. The supported functionalities include access to MSGin5G Server and APIs to enable sending and receiving of MSGin5G messages and adherence to CAPIF as specified in 3GPP TS 23.222[3].

As all the exchanged data of MSGin5G-3 is in the application layer, transport security protection on the SBI interface can be reused. Hence, TLS should be used as specified in TS 33.210 [6], unless security is provided by other means, e.g. physical security. 

If the CAPIF capability is consumed by the Application Server, the interface security defined in the TS 33.501[5] clause 12 can be reused here to protect the CAPIF related data transferred in the MSGin5G-3 interface, i.e. TLS should be used.

Regardless of whether TLS is used or not, NDS/IP as specified in TS 33.210 [6] and TS 33.310 [11] can be used for network layer protection.

6.X.3
Solution evaluation
This solution addresses key issue#3 by using the authentication and authorization mechanism provided by transport layer protection, with no additional system impact.
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